Set Up Okta Verify for Cardinal Users
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ACTION REQUIRED

The Virginia IT Agency (VITA) will stop supporting SMS (text message) and phone call logins through Okta.
Soon, you will no longer be able to receive a one-time code via text or phone to log in to Cardinal.

To ensure uninterrupted access, Cardinal recommends setting up the Okta Verify mobile application.

BEFORE YOU BEGIN START HERE
[Phone] Download the Okta Verify App from the Apple App or

You will need the followi
s dilas cudin. Google Play store onto your smartphone.

information and devices:

Cardinal Credentials
(Email and Password) Okta Verify
G Business Get
D Smartphene (incl. app A
store ID & password) B in Businass | Produsthsitg

@ Computer
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ATTENTION COV USERS: The Cardinal system does not currently support the Okta Verify FastPass installed
on workstations. Therefore, if you use Okta Verify FastPass on your desktop, you will still need to install Okta
Verify on your smartphone to access Cardinal when off the COV network.
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ONYOUR COMPUTER

Access user account based on your user type shown in the table below.

Important: When signing in, be sure to use the credentials associated with your Cardinal account.

Using the correct credentials ensures you can successfully complete your Okta Verify setup for the Cardinal

system login.
User Type Who You Are Link to Use
COV Agency |You work at a VITA COV-Network |https://virginia.okta.com/enduser/settings
User agency and use an agency-
provided email address to log in Sian i i Cardinal q d
to Cardinal. ign in using your Cardinal username and password.
All Others You work at a Non-COV https://my.cardinal.virginia.gov

agency or Locality, or you use
a personal email address to log
in to Cardinal, or are

a terminated/retired employee.

Sign in using your Cardinal
username and password.

o Don't get locked out! If you have entered
your password incorrectly two
times, stop immediately and click Forgot

Password to easily reset it.

A third incorrect attempt will automatically
lock your account for 30 minutes, forcing you
to wait before you can reset your password.

Select Manage Your Account link.

Your Cardinal User iD is

i I. elcome!
,/;l Cardinal w

Gordmtonsges

Firanos [FIN) Begin Date Meszagel

Human Capial Managemsni (MCM]) Suppart

Cardinal Website

WITA Customer Care Center

|Mnnngn Your Accoun ]

CAPP Manisal

Confirmation of an agency's network status can be found in the Agency Network Status list.



https://virginia.okta.com/enduser/settings
https://my.cardinal.virginia.gov/
https://www.cardinalproject.virginia.gov/sites/default/files/2023-06/Cardinal%20Agency%20Okta%20Classification.pdf
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BEGIN OKTA VERIFY SETUP

Instruction Key:
- Steps you need to complete on your smartphone are labeled [Phone]
- Steps on your computer are labeled [Computer]

1. [Computer] On Settings page, scroll down to Security Methods. Click the Set Up button for Okta Verify or
Set up another.

Non-CQV users need to click Set Up COV users may need to click Set up another

Security methods help your account security when signing in to Okta
and other applications.

Security methods help your account security when signing in to Okta
and other applications.

Okta Verify Set up another
Okta Verify ‘ Setup
COVIDO0OO
Remove
Google Authenticator Set up
Google Authenticator Setup
Phone Set up another
Phone Set up another
# XXX K154 R
s + XXHHHHAEA
Remove
Security Question Remove Security Question Remaove

2. [Computer] You will first be guided through several screens on your computer prompting you to authenticate
your identity, after which the Set up Okta Verify screen will display.

Once you successfully authenticate your identity using your Cardinal email and password, a QR code will
display on your computer screen.

+o o W e

% = For the next step, switch to your smartphone
The Okta Verify app is needed in order to continue.

oy I L
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3. [Phone] Open the Okta Verify app.

#1

If this is the first time you are
using the Okta Verify app, you will
be prompted to Add Account.

#2

If you already use Okta Verify to access
other accounts, tap the + (plus) symbol in
the top right corner to proceed.

#3

On the Choose Account Type
screen, tap Organization

Close Add Account

Choose Account Typa

When prompted, tap Skip on the
screen Add Account from
Another Device to proceed to QR
code option on next screen.

Add Account from
Another Device?

Byt P o OIS Sl OO0 (% anoTher
dhvien, you can add it 85 1hil devios.

Tap Yes, Ready to Scan

L4 Okta Verify

Do You Have Your
QR Code?

Before you continue, make sure your QR
code is shown on another device, suchasa
laptop

Where do | get my QR code?

| Yes, Ready to Scan

Mo, Sign In Instead

B > - o
the tyip of acooent you kg
ez add
L=

Eeganiralicn 3

Mo accounts added Lbussh Dosbiesind (2 waak, pchael. comany
BaZe B T 03wty o BhEITY e Criber %

i Stk o GeaniEatoa L Bppd Facebesok, Caaghe, el

Hold your smartphone up to the
computer screen to scan the QR
code. If your computer onscreen
QR code has timed out, refresh
the page on your computer.

Scan QR Code

& within the Frame

& Enter Key Manually
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5. [Phone] Once the QR code is scanned, When prompted to enable passcode confirmation, choose Enable.
Your smartphone will guide you through next steps.

The app will show Account Added screen. Tap Done to complete smartphone setup. Proceed to next steps.

.0 [ e |
A E
ey (CF] @)
Enable Face ID or Enable Face ID or Account Added
Passcode Confirmation Passcode Confirmation JaneenWall@DOA.virginia.gov
You can now securely sign in to your
Protect your account by cm'l'ir!‘ning jI'CI..II' Pro our organization's apps.
Face ID or passcode whe_n you Sign in using Face Do you want to allow 18ing
Okta Verify. “Okta Verify" to Return to your organizations instructions to
Your organization requires Face 1D or Y F ID? w continue.
Passcode confirmation to be enabled for your Passe ace F your ) i
account. Okta Verify uses Face ID to Impnm: Keep this aucp_lnsta!led_un your
evice, You'll nes o sign in.
verify your identity. d You'll need it t
Don't Allow
Allow

[~ N -~
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TEST CARDINAL LOGIN WITH OKTA VERIFY

[Computer] or [Phone] Log in to Cardinal (my.cardinal.virginia.qgov) using Okta Verify for authentication. To
change your authentication method from the default displayed, click the drop-down arrow beside the icon and
choose Okta Verify.

ATTENTION COV USERS: You will only be prompted for multifactor authentication (MFA) when you log into
Cardinal while off the COV network and/or off VPN. Complete this step at your convenience.

/f) Cardinal /f) Cardinal

Motice and Warning

nmanwealth of Virgnia, By

Notice and Waming

am is the property of the

his systemn shall be prompl

gement,  security  pe A

wi enforcement officials for investigation

and criminal prosecution. You will alzo be subject to all criminal
and civil penalties alowed by the law.

0 .

Okta Verify iPhone (2))

Salect an authentic

Q& Okia Verify ( iPhone (2))

© SMS Authentication
Send Push
Grecier s

PUSH NOTIFICATIONS - LOCATION ALERTS

When using Okta Verify push notifications for authentication, it is very common for the login location
displayed in the alert to not match your current physical location. It is OK to approve/authenticate if you
initiated the login.

Why this happens: Example:
This difference is typically a result of how cell -
phone networks or VPNs route connection O=rr

traffic, and it is a normal occurrence

Did You Just Try to Sign In?

<f  Near New Yark, New York, United States
More Iinfo

2 Windows 10
@ Justnow

@ https:/fvirginia.okta.com

Yes, It's Me ‘ ‘ No, It's Not Me ]


https://my.cardinal.virginia.gov/
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FINAL STEP- REMOVE SMS/PHONE AUTHENTICATION
[Computer] Please read the details below carefully

Security methods help your account security when signing in te Okta Return
aedonesepalicaons to https://virginia.okta.com/enduser/settings webpage.
¢ 3
Okta Verify Set up ancther Note: If the page has timed out, sign back in with your
o Cardinal username and password.
) CON XHXAHKKK e
UJ - .
= e Scroll down to the Security Methods section
iPhone {&) Remowve
\ J e Locate the Phone section of Security Methods.
You will see your phone number with the last 4
Google Authenticator Setup L. L.
digits visible.
Phone Setup another o Do not make changes to devices listed in

Remove

the Okta Verify section.
- _ Remowe

e Action Step: Click the Remove button next to
the smartphone number under Phone section of
Security Methods, follow any on-screen prompts to
confirm removal.

Security Question Remove


https://virginia.okta.com/enduser/settings

