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A link to the recording and a copy of the presentation will be shared after the event. 2



Employee Self-Service 
Direct Deposit
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ESS Direct Deposit: Back in Action!

Employees will be able to enter and update Direct Deposit information using Employee Self-
Service (ESS) starting November 25, 2025.

• Payroll Administrators will continue to be able to enter and update Direct Deposits as they do today

• HR Administrators now have access to view employee Direct Deposits to validate existing Direct 
Deposit setup for hires, rehires, and transfers.

• Prenote waiting period is being changed from 3 days to 5 days to provide time for the bank to notify 
State Payroll Operations (SPO) of invalid accounts.



Demo
ESS Direct Deposit
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Access Employee Self-Service Direct Deposit

1. Click the Payroll Tile
Start from the Cardinal HCM Homepage.

2. Select Direct Deposit
Find Direct Deposit in the menu on the 
Payroll page.

3. View or Manage Accounts
Current accounts are listed under the 
Accounts section of the page. 
• Employees can add and manage their 

account(s) in this section.

Users can self-manage their Direct 
Deposit via Employee Self-Service.
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Adding a New Direct Deposit Account
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1. Add a New or Additional Account
Click the Add Account button (initial setup) or the + 
button on the Direct Deposit page. 
The Add Account box will open automatically.



Adding a New Direct Deposit Account
Input Bank Information
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2. Name the Account
Enter a Nickname for this account (e.g., “Savings”, 
“Joint Checking”). This helps you quickly identify it 
later.

3. Enter the 9-Digit bank Routing Number
The system validates the routing number against 
existing banks. 
• If the number is not recognized, the agency 

Payroll Administrator must work with SPO to 
have the financial institution added to the 
system.

4. Enter Account Number
Input the full Account Number. Retype the Account 
Number in the second field. 
• Both entries must match exactly for the system 

to validate and save the account.

Click the Information 
icon ⓘ to view a Check 
Example that highlights 
the location of the 
Routing and Account 
Numbers.



Adding a New Direct Deposit Account
Set Pay Distribution
5. Choose the Account Type
Select Checking or Savings.
• COVA Pay Card can only be entered by a Payroll 

Administrator.
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6. Choose the Deposit Type
Select Remaining Balance for the initial account.
• Additional accounts can be set to Amount or 

Percentage.

7. Set Deposit Amount/Percent
Indicate how much pay to deposit to this account.
• Remaining Balance Account: Leave this field blank.
• Deposit Type Amount: Enter a specific dollar value 

(e.g., $100.00).
• Deposit Type Percentage: Enter a specific percentage 

(e.g., 50%).



Adding Additional Direct Deposit Accounts

Use the (+) button under the Accounts section to add a new account and repeat the entry 
process.

10

Rules for Multiple Accounts
• Remaining Balance: Use the 

Remaining Balance deposit 
type for the final account that 
should receive the remainder of 
pay after all set amounts or 
percentages have been 
deposited into other accounts.

• Percentage Limit: When 
distributing pay by percentage, 
the total percentage across all 
accounts cannot exceed 100%.



Updating an Existing Direct Deposit Account
To update, click the specific account row. 
In the Edit Account box, users can update the 
following:
• Account Nickname
• Routing Number and Account Number
• Amount or Percentage of pay to be deposited.
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Account Number Updates
Use the Edit icon  to change the account number. 
Reminder: Changes to the routing or account number 
require pre-noting.

Pay Distribution Updates
Users can instantly update the Deposit Type (Amount, 
Percentage, or Remaining Balance) and the specific 
Amount or Percentage. 
Changes take effect immediately and do not require 
pre-noting.



Setting Direct Deposit Account Priority

To change the deposit order, use the 
Reorder button, located under the list of 
Accounts.
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• Use the New Order column to 
assign the deposit priority (e.g., 1 for 
first, 2 for second)

• The Remaining Balance account is 
always automatically set as last and 
cannot be reordered.

Cardinal allows users with more than two accounts to specify which accounts receive funds 
first, second, etc.



Employee Guidance: Editing vs. Removing

Direct Deposits are effective dated. Understanding the difference between editing and 
removing an account is key to preventing payment interruptions.

When to EDIT an Account
Employees who are changing to a new bank or updating their existing banking information (e.g., 
routing or account number changes) should Edit their existing account(s).
• This triggers the prenote process but allows the employee to make all necessary updates in the 

same day, reducing the risk of interruptions to pay.

When to REMOVE an Account
Removing an account should only be done if the employee is permanently stopping deposits to that 
specific account and will not be replacing it immediately.
• If an employee only has one account set up and removes it, their Direct Deposit is inactivated. 

The employee will receive a paper check until a new Direct Deposit account is added and pre-
noted.

• If there is only one Direct Deposit account, once an account is removed, a new entry cannot be 
added until the next day.
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Removing a Direct Deposit Account

1. On the Direct Deposit page, click the 
account to be removed. The Edit Account 
box opens.

2. Click the Remove button to delete the 
account. 

If you are removing the only available account, 
the following warning message will appear:
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This will inactivate the employee’s Direct Deposit 
account effective today.



Direct Deposit Confirmation Email

Cardinal sends an email notification to the employee for all Direct Deposit changes.
• An immediate confirmation email is sent to the employee’s email address on file in Cardinal each 

time a Direct Deposit record is updated.
• This applies to updates made by the employee (via Self-Service) or the Payroll Administrator and is 

intended to help prevent or flag unauthorized changes.
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Payroll Administrator Action
Employees are directed to their agency 
payroll office for unexpected direct 
deposit changes, which may signal an 
error or potential fraud. 
Payroll Administrators can quickly 
verify the change and open a VCCC 
ticket if it was not authorized.



Questions?
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Direct Deposit for 
Administrators
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Direct Deposit: Administrator Permissions

Roles with View/Read-Only Access
These roles can view an employee’s Direct Deposit setup:
• HR Administrator (V_HR_ADMINISTRATOR)

• (New Access!) HR Administrators now have view-only access to employee Direct Deposit
• Payroll Read-Only (V_PY_RO)

Roles with Edit/Entry Permissions
• Payroll Administrator (V_PY_ADMINISTRATOR)
• Only Payroll Administrators with the V_PY_ADMINISTRATOR security role are authorized to enter 

or edit Direct Deposit information on behalf of an employee.



Demo
Admin View of Direct Deposit
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Viewing Employee Direct Deposit

Navigation: Menu > Payroll for North America > Employee Pay Data USA > Request Direct Deposit
The Request Direct Deposit page displays the full details of the employee’s Direct Deposit information, 
including all rows and entries.
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Effective Date is the 
date when updates 
were made.

Notates who 
made the update.

Direct Deposit status.
Removed accounts will 
be Inactive.



Viewing Employee Direct Deposit – Prenoting

Prenotification requirement and status can be viewed on the Request Direct Deposit page.
• Prenoting is required by default for all new accounts or changes to banking information (e.g., account 

numbers, routing numbers).
• Updates to existing accounts that change the deposit type or amount do not require prenoting.
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The Prenote Status is 
indicated in the 
Distribution section.

If Prenotification is 
required, a blue 
checkmark will appear.

If not, it will be greyed 
out.

Example: Prenoting required Example: No prenoting required



Prenoting
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Direct Deposit Prenote Process

The Prenote (Prenotification) process is an essential security step for validating new or 
changed Direct Deposit bank accounts.

What it is: A verification process where the 
routing number and account number are sent to 
the bank to confirm they correspond to a valid, 
existing bank account.

What it is not: It does not verify the account 
owner; it only confirms the account is active at 
the specified bank.

When it is triggered:
• New direct deposit accounts
• Changes to existing bank accounts (e.g., 

routing number, account number).

When it is NOT triggered:
Changes to the amount or percentage deposited 
into an existing account.

Employees with a new or modified direct deposit account may receive a paper check until the 
bank successfully validates the account.
Invalid Accounts
• The bank notifies State Payroll Operations (SPO) if the account is invalid.
• SPO notifies the agency, Payroll Administrators must then work with the employee to 

correct the account information.
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What is the Prenote Timing?

• Mandatory 5-Day Waiting Period: The bank requires a full 5-day window to process the prenote 
and notify SPO of any invalid accounts.

• Employee Payment: The employee receives a paper check for any payment that falls within this 5-
day verification window.

• Timing: The 0-3 day window between employee entry and the payroll system sending the file 
means an employee is most likely to receive a paper check if they submit their change close to the 
pay confirmation date.
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Employee Enters 
New/Changed 
Account

Status: Not Submitted
Prenote: Blank

0-3 Days
When next Payroll 
confirms, ACH file 
sent to bank

Status: Submitted
Prenote: Date Sent

5 Days
Account Activated 
and is available for 
use.

Status: Complete



Direct Deposit Queries for 
Payroll Administrators
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Direct Deposit Audit Query
V_PY_DIR_DEP_AUDIT
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Navigation: Menu > Reporting Tools > Query > Query Viewer > V_PY_DIR_DEP_AUDIT
Provides a clear history of all changes made to Direct Deposit distributions for a specified date range.
• Includes all updates made by Payroll Administrators or the employee.
• Use this report to verify updates and distribution accuracy, or to troubleshoot potential errors or 

discrepancies.



Employees with No Net Balance Direct Deposit Query
V_PY_EMPL_NO_NET_DD
Navigation: Menu > Reporting Tools > Query > Query Viewer > V_PY_EMPL_NO_NET_DD
Identifies employees who receive a paper check for all or part of their pay.
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No Direct Deposit Defined
• No Direct Deposit information entered
• Employee receives paper check for full pay

No Net Balance Defined (Dep Type = 
Amount/Percent)
• No Remaining Balance account; employee only 

has account(s) setup with an amount or percent 
distribution

• Employee receives paper check for balance of 
net pay not distributed to an account

Inactive Direct Deposit
• Direct Deposit status is “Inactive”
• Employee receives paper check for full pay



Security
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Email Address Integrity
Direct Deposit Security & Confirmation
A Valid Email Address is Required: A correct and valid primary email address ensures 
employees can securely access their accounts and receive critical confirmation of their 
sensitive direct deposit and benefits updates.
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Guidance for Payroll Administrators
Warning Notification: If you update Direct Deposit for an employee without a valid email address, 
you will receive a warning.

Guidance for HR Administrators
Routinely review and verify employee email addresses.
• Ensure email addresses are current and correct during onboarding and employee status changes.
• Use the Missing Email Query (V_HR_MISSING_EMAIL) to identify employees without a valid 

email address.

• Updates can still be saved, but the employee 
will not receive a confirmation email for the 
change.

Action Required: Notify the HR Administrator 
immediately to update the primary email address.



ESS Direct Deposit – Keep it Secure!

Users accessing Cardinal outside of the COV Network must utilize Okta Multi-Factor Authentication 
(MFA) to securely log in. This includes:
• Non-COV Agency Employees or anyone using a personal email address
• COV Users who log in to Cardinal off-network or on a personal device
• Retirees and Terminated Employees

Virginia IT Agency (VITA) Retirement of SMS/Phone Call MFA Methods
• VITA is retiring the use of SMS (text) and Phone Call as methods of authentication
• All users relying on SMS or Phone Call should update their MFA method no later than 

November 30.
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Support
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Cardinal Direct Deposit Support Materials

Employee Self-Service (ESS)
• ESS_Managing Direct Deposits
• Managing Direct Deposits (Video)

Payroll Administrators
• PY381_Entering and Updating Direct Deposits

HR Administrators
• HR351_Completing a New Hire
• HR351_Completing a Rehire
• HR351_Managing an Inter-Agency Transfer

https://cardinalproject.virginia.gov/sites/default/files/2025-11/ESS_Managing%20Direct%20Deposits.pdf
https://cardinalproject.virginia.gov/sites/default/files/2025-11/ESS_Managing%20Direct%20Deposits.pdf
https://www.youtube.com/watch?v=yP19pirHkBo
https://www.youtube.com/watch?v=yP19pirHkBo
https://cardinalproject.virginia.gov/sites/default/files/2021-07/PY381%20Entering%20and%20Updating%20Direct%20Deposits.pdf
https://cardinalproject.virginia.gov/sites/default/files/2021-07/PY381%20Entering%20and%20Updating%20Direct%20Deposits.pdf
https://cardinalproject.virginia.gov/sites/default/files/2024-11/HR351_Completing%20a%20New%20Hire_2.pdf
https://cardinalproject.virginia.gov/sites/default/files/2024-11/HR351_Completing%20a%20New%20Hire_2.pdf
https://cardinalproject.virginia.gov/sites/default/files/2022-09/HR351_Completing%20a%20Rehire.pdf
https://cardinalproject.virginia.gov/sites/default/files/2022-09/HR351_Completing%20a%20Rehire.pdf
https://cardinalproject.virginia.gov/sites/default/files/2022-09/HR351_Managing%20an%20Inter-Agency%20Transfer.pdf
https://cardinalproject.virginia.gov/sites/default/files/2022-09/HR351_Managing%20an%20Inter-Agency%20Transfer.pdf
https://cardinalproject.virginia.gov/sites/default/files/2022-09/HR351_Managing%20an%20Inter-Agency%20Transfer.pdf
https://cardinalproject.virginia.gov/sites/default/files/2022-09/HR351_Managing%20an%20Inter-Agency%20Transfer.pdf


Cardinal Support

Submit a help desk 
ticket to Cardinal

Email 
vccc@vita.virginia.gov
• Include “Cardinal” in the 

subject line

Is a page not 
working?

Technical 
questions 

about 
Cardinal?

Login issues?
Need support 
with Cardinal 

functions?

Contact 
Cardinal
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mailto:vccc@vita.virginia.gov?subject=Cardinal%20-%20


PSB Support

Secure Portal
• https://psb.doa.virginia.gov

Email
• psbmanagement@doa.virginia.gov

Will an 
employee 

receive a paper 
check?

Need to add a 
new financial 
institution to 

Cardinal?

Questions about 
stopping 

payment on 
paper checks?

Questions about 
Prenoting?

Contact 
PSB
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https://psb.doa.virginia.gov/
https://psb.doa.virginia.gov/
mailto:psbmanagement@doa.virginia.gov
mailto:psbmanagement@doa.virginia.gov


Questions?
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A copy of this presentation and the recording will be sent to all attendees and invitees. 36

Thank you for attending!
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